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RECEIVE HARDWARE 
ID FROM REMOTE 
COMPUTER 



CREATE COMPUTER- 
EXECUTABLE 
INSTRUCTIONS FOR 
BLACK BOX BASED ON 
HARDWARE ID 



PROVIDE BLACK BOX 
TO REMOTE 
COMPUTER 



END 
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From step 601 

I 



OBTAIN CRYPTOGRAPHIC KEY 



ANALYZE KEY TO IDENTIFY 
ACTION PERFORMED IN THE 
COURSE OF APPLYING THE KEY 



GENERATE CODE TO PERFORM 
ACTIONS IDENTIFIED AT STEP 
702 



GENERATE DIVERSIONARY 
CODE 



GENERATE HEALING CODE 



INTRODUCE CODE 
OBFUSCATION AND INTEGRITY 
MEASURES 



REORGANIZE CODE 



COMPILE CODE 



POST-PROCESS CODE 



To step 603 



701 



702 



703 
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APPLICATION PROGRAM STARTS 



APPLICATION ISSUES 
INITIALIZATION INSTRUCTION TO 
BLACK BOX THROUGH 
DECOUPLING INTERFACE 



V 



DECOUPLING INTERFACE 
PROFFERS PROOF OF RENDERING 
APPLICATION'S AUTHENTICITY TO 
BLACK BOX 



BLACK BOX AUTHENTICATES 
DECOUPLING INTERFACE 



APPLICATION PASSES LICENSE 
AND CONTENT TO BLACK BOX 
THROUGH DECOUPLING 
INTERFACE 



BLACK BOX VALIDATES LICENSE 



BLACK BOX PROVIDES ENABLING 
BITS TO APPLICATION (UNSEALED 
KEY OR DECRYPTED CONTENT) 



Q END ^ 
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